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Introduction To Data-Link  Layer 

Chapter 9 

9-1   INTRODUCTION      اٌّمذِح  
 The Internet is a combination of networks glued together by connecting devices 

(routers or switches). If a packet is to travel from a host to another host, it needs to pass 

through these networks. Figure 9.1 shows the same scenario we discussed in Chapter 3, but 

we are now interested in communication at the data-link layer.  

الإٔرشٔد ٘ٛ ِض٠ط ِٓ اٌشثىاخ ٌظمٙا ِعا ِٓ خلاي ستؾ الأظٙضج (أظٙضج اٌرٛظ١ٗ أٚ اٌرثذ٠ً). إرا وأد اٌعثٛج ٟ٘ ٌٍغفش 

ٔفظ اٌغ١ٕاس٠ٛ اٌزٞ ذّد  9.1 ِٓ ِعّٛعح إٌٝ ِؼ١ف آخش، فإٔٗ ٠ؽراض إٌٝ اٌّشٚس عثش ٘زٖ اٌشثىاخ. ٠ٚث١ٓ اٌشىً

، ٌىٕٕا ِٙرّْٛ ا٢ْ فٟ ِعاي الاذظالاخ فٟ ؽثمح ستؾ اٌث١أاخ.3ِٕالشرٗ فٟ اٌفظً   

Communication at the data-link layer is made up of five 

separate logical connections between the data-link layers 

in the path. 

مح ستؾ اٌث١أاخ ِٓ خّغح طلاخ ِٕطم١ح ِٕفظٍح ت١ٓ ٠رُ الاذظاي فٟ ؽث

 ؽثماخ ستؾ اٌث١أاخ فٟ اٌّغاس.

The data-link layer at Alice’s computer communicates 

with the data-link layer at router R2. 

ؽثمح ستؾ اٌث١أاخ فٟ اٌىّث١ٛذش أ١ٌظ اٌرٛاطً ِع ؽثمح ستؾ اٌث١أاخ فٟ  

 .R2 ظٙاص اٌرٛظ١ٗ

The data-link layer at router R2 communicates with the 

data-link layer at router R4 and so on. 

اٌرٛاطً ِع ؽثمح ستؾ اٌث١أاخ  R2 ؽثمح ستؾ اٌث١أاخ فٟ ظٙاص اٌرٛظ١ٗ

 .ٍُٚ٘ ظشا R4 فٟ ظٙاص اٌرٛظ١ٗ

Finally, the data-link layer at router R7 communicates 

with the data-link layer at Bob’s computer. 

اٌرٛاطً ِع ؽثمح ستؾ  R7 ٚأخ١شا، ؽثمح ستؾ اٌث١أاخ فٟ ظٙاص اٌرٛظ١ٗ

.اٌث١أاخ فٟ اٌىّث١ٛذش تٛب . 

 

Only one data-link layer is involved at the source or the 

destination, but two data-link layers are involved at each 

router. The reason is that Alice’s and Bob’s computers 

are each connected to a single network, but each router 

takes input from one network and sends output to another 

network. 

ٚذشاسن فمؾ ؽثمح ستؾ اٌث١أاخ ٚاؼذ عٍٝ اٌّظذس أٚ اٌٛظٙح، تً  

ٟ وً ظٙاص اٌرٛظ١ٗ. ٚاٌغثة ٘ٛ أْ أ١ٌظ ٠شاسوْٛ ؽثمر١ٓ ستؾ اٌث١أاخ ف

ٚأظٙضج اٌىّث١ٛذش تٛب ٚوً ِرظلا تشثىح ٚاؼذج، ٌٚىٓ وً اٌرٛظ١ٗ ٠أخز 

   اٌّذخلاخ ِٓ شثىح ٚاؼذج ٠ٚشعً الإخشاض إٌٝ شثىح أخشٜ.
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9.9.1  Nodes and Links  اٌعمذ ٚعش٠عح 
Communication at the data-link layer is node-to-node. A data unit from one point in the 

Internet needs to pass through many networks (LANs and WANs) to reach another point. 

Theses LANs and WANs are connected by routers. 

فٟ ؽثمح ستؾ اٌث١أاخ عمذج إٌٝ عمذج. ٚؼذج اٌث١أاخ ِٓ ٔمطح ٚاؼذج فٟ الإٔرشٔد ٠عة أْ ذّش عثش اٌعذ٠ذ ِٓ الاذظاي 

اٌشثىاخ (اٌشثىاخ اٌّؽ١ٍح ٚاٌشثىاخ اٌٛاععح) ٌٍٛطٛي إٌٝ ٔمطح أخشٜ. ذشذثؾ أؽشٚؼاخ اٌشثىاخ اٌّؽ١ٍح ٚاٌشثىاخ 

 اٌٛاععح ِٓ لثً أظٙضج اٌرٛظ١ٗ.

It is customary to refer to: ٌٝاٌّعراد أْ ذش١ش إ ِٓٚ: 

The two end: hosts.    ٓٔٙا٠ح اش١ٕٓ: اٌّؼ١ف١. 

The routers: nodes.     اٌّٛظٙاخ: اٌعمذ. 

The networks in between as: links.   اٌشثىاخ ت١ٓ إٌؽٛ اٌراٌٟ: اٌشٚاتؾ. 

اٌشٚاتؾ ٚاٌعمذ

a simple representation of links and nodes when the path of the data unit is only six nodes. 

.ذّص١ً تغ١ؾ ِٓ اٌشٚاتؾ ٚاٌعمذ عٕذ ؽش٠ك ٚؼذج اٌث١أاخ ٘ٛ عرح فمؾ اٌعمذ  

9.9.2  Services  خذِاخ 

The data-link layer is located between the physical and the network layers. 

 ٠مع ؽثمح ستؾ اٌث١أاخ ت١ٓ اٌّاد٠ح ٚؽثماخ اٌشثىح.

The data-link layer provides services to the network layer; it receives services from the 

physical layer. 

 ذٛفش ؽثمح اسذثاؽ اٌث١أاخ اٌخذِاخ ٌٍطثمح اٌشثىح؛ ٠رٍمٝ اٌخذِاخ ِٓ اٌطثمح اٌّاد٠ح.

Let us discuss services provided by the data-link layer. 

 دعٛٔا ٕٔالش اٌخذِاخ اٌرٟ ذمذِٙا ؽثمح ستؾ اٌث١أاخ.
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The datagram received by the data-link layer of the source host is encapsulated in a 

frame. The frame is logically transported from the source host to the router. The frame is 

decapsulated at the data-link layer of the router and encapsulated at another frame. The 

new frame is logically transported from the router to the destination host. 

٠رُ ذغ١ٍف ِخطؾ اٌث١أاخ ِٓ ؽثمح ستؾ اٌث١أاخ ِٓ اٌّؼ١ف اٌّظذس اعرمثً فٟ الإؽاس. ٠ٚرُ ٔمً إؽاس ِٕطم١ا ِٓ 

اٌّؼ١ف اٌّظذس إٌٝ ظٙاص اٌرٛظ١ٗ. ٚالاؽاس فٟ فه اٌرغ١ٍف إؽاس فٟ ؽثمح ستؾ اٌث١أاخ ِٓ ظٙاص اٌرٛظ١ٗ ِٚغٍفح 

 فٟ إؽاس آخش. ٠ٚرُ ٔمً إؽاس ظذ٠ذ ِٕطم١ا ِٓ ظٙاص اٌرٛظ١ٗ إٌٝ اٌّؼ١ف اٌٛظٙح.

9.9.3  Two Categories of Links   فئتين من الروابط 

Although two nodes are physically connected by a transmission medium such as cable or 

air, we need to remember that the data-link layer controls how the medium is used. We can 

have a data-link layer that uses the whole capacity of the medium; we can also have a data-

link layer that uses only part of the capacity of the link. In other words, we can have a 

point-to-point link or a broadcast link. 

عٍٝ اٌشغُ ِٓ عمذذ١ٓ ذشذثؾ ظغذ٠ا ِٓ لثً ٚع١ٍح ٔمً ِصً واتً أٚ اٌٙٛاء، ٚٔؽٓ تؽاظح إٌٝ أْ ٔرزوش أْ ؽثمح ستؾ 

ف١ح اعرخذاَ اٌّرٛعطح. ٠ّٚىٓ ٌذ٠ٕا ؽثمح ٚطٍح اٌث١أاخ اٌرٟ ذغرخذَ اٌمذسج اٌىاٍِح ٌلاٌّرٛعؾ. ٠ّىٕٕا اٌث١أاخ ٚذرؽىُ و١

أ٠ؼا أْ ٠ىْٛ ٌٙا ؽثمح ستؾ اٌث١أاخ ٠غرخذَ عٜٛ ظضء ِٓ لذسج الاسذثاؽ. ٚتعثاسج أخشٜ، فإٕٔا ٠ّىٓ أْ ٠ىْٛ ٌٙا 

 اسذثاؽ ٔمطح إٌٝ ٔمطح أٚ ساتؾ اٌثس.

In a point-to-point link, the link is dedicated to the two devices; in a broadcast link, the link 

is shared between several pairs of devices. For example, when two friends use the traditional 

home phones to chat, they are using a point-to-point link; when the same two friends use 

their cellular phones, they are using a broadcast link (the air is shared among many cell 

phone users).  

فٟ ٚطٍح ِٓ ٔمطح إٌٝ ٔمطح، ٘زا اٌعٕٛاْ ٘ٛ ِخظض لاٌعٙاص٠ٓ. فٟ ٚطٍح اٌثس، ٠ٚشاسن فٟ اٌشتؾ ت١ٓ عذج أصٚاض 

ِٓ اطذلائٗ اعرخذاَ اٌٙٛاذف إٌّض١ٌح اٌرم١ٍذ٠ح ٌٍذسدشح، ٚأُٔٙ ٠غرخذِْٛ  ِٓ الأظٙضج. عٍٝ عث١ً اٌّصاي، عٕذِا اش١ٕٓ

٠غرخذِْٛ ٚطٍح اٌثس (٠رُ ذماعُ اٌٙٛاء ٚطٍح ِٓ ٔمطح إٌٝ ٔمطح. عٕذِا ٠غرخذَ ٔفظ طذ٠م١ٓ ٘ٛاذفُٙ اٌخ٠ٍٛح، ٚأُٔٙ 

 ت١ٓ اٌعذ٠ذ ِٓ ِغرخذِٟ اٌٙاذف اٌخٍٛٞ).
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9.9.4  Two Sublayers طبقتين فرعيتين 

To better understand the functionality of and the services provided by the link layer, we can 

divide the data-link layer into two sublayers: 

اٌّمذِح ِٓ لثً ؽثمح ٚطٍح، ٠ّىٕٕا ذمغ١ُ ؽثمح ستؾ اٌث١أاخ إٌٝ ؽثمر١ٓ فشع١ر١ٓ:ِٓ أظً فُٙ أفؼً ٚظ١فح ٚاٌخذِاخ   

Data link control (DLC) تحكم ربط البيانات (  

Media access control (MAC). التحكم بالوصول إلى وسائط الإعلام 

This is not unusual because, as we will see in later chapters, LAN protocols actually use 

the same strategy.  

 فعلا اعرخذاَ ٔفظ الاعرشاذ١ع١ح. ١ٌٚLANظ ٘زا غش٠ثا لأٔٗ، وّا عٕشٜ فٟ فظٛي لاؼمح، ٚتشٚذٛوٛلاخ 

The DLC sublayer deals with all issues common to both point-to-point and broadcast links; 

 اٌطثمح اٌفشع١ح ِع وً اٌمؼا٠ا اٌّشرشوح ت١ٓ ٔمطح إٌٝ ٔمطح ٚطلاخ اٌثس. DLCطفماخ .

The MAC sublayer deals only with issues specific to broadcast links. 

 فمؾ ِع لؼا٠ا ِؽذدج ٌٍثس اٌشٚاتؾ. ٠ٚMACرٕاٚي اٌطثمح اٌفشع١ح  

5-4  LINK-LAYER ADDRESSING  ؽثمح ِعاٌعح -١ٌٕه  

In Chapter 18, we will discuss IP addresses as the identifiers at the network layer.  ً18فٟ اٌفظ ،

فٟ ؽثمح اٌشثىح.ِصً ِعشفاخ  IPٚعٛف ٕٔالش عٕا٠ٚٓ   

However, in a internetwork such as the Internet we cannot make a datagram reach its 

destination using only IP addresses. 

 فمؾ. IPِٚع رٌه، فٟ اٌث١ٕ١ح ِصً الإٔرشٔد إٔٔا لا ٔغرط١ع ذمذ٠ُ ِخطؾ ت١أاخ ذظً إٌٝ ٚظٙرٙا تاعرخذاَ عٕا٠ٚٓ 

The source and destination IP addresses define the two ends but cannot define which links the 

packet should pass through. The reason is that each datagram in the Internet, from the same 

source host to the same destination host, may take a different path. 

اٌٛظٙح عٕا٠ٚٓ اٌّظذس ٚ IP  ذؽذد ؽشفٟ ٌٚىٓ لا ٠ّىٓ أْ ذؽذد اٌزٞ ٠شتؾ اٌؽضِح لاتذ أْ ٠ّش. ٚاٌغثة ٘ٛ أْ وً ِخطؾ

 ت١أاخ عٍٝ شثىح الإٔرشٔد، ِٓ ٔفظ اٌّؼ١ف اٌّظذس إٌٝ ٔفظ اٌّؼ١ف اٌٛظٙح، لذ ٠غرغشق ِغاسا ِخرٍفا.

Also,  the IP addresses in a datagram should not be changed. If the destination IP address in a 

datagram changes, the packet never reaches its destination. 

اٌٛظٙح فٟ اٌرغ١١شاخ ِخطؾ اٌث١أاخ،  IPفٟ ِخطؾ اٌث١أاخ. إرا واْ عٕٛاْ  IPأ٠ؼا، ٠عة أْ لا ٠رُ ذغ١١ش عٕا٠ٚٓ 

 اٌؽضِح ٌُ ذظً إٌٝ ٚظٙرٙا.
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5-4  LINK-LAYER ADDRESSING  ؽثمح ِعاٌعح -١ٌٕه  (cont) 

For that, we need another addressing mechanism in a connectionless internetwork: 

 ٌزٌه، ٔؽٓ تؽاظح إٌٝ آ١ٌح ِعاٌعح أخشٜ فٟ اٌشثىح اٌث١ٕ١ح تذْٚ اذظاي:

The link-layer addresses of the two nodes.  .ٓعٕا٠ٚٓ ؽثمح ٚطٍح ِٓ اٌعمذذ١ 

A link-layer address is sometimes called a link address, sometimes a physical address and 

sometimes a MAC address. 

 ٠ٚغّٝ عٕٛاْ ؽثمح الاسذثاؽ أؼ١أا عٕٛاْ الاسذثاؽ، ٚأؼ١أا عٕٛاْ فعٍٟ ٚأؼ١أا عٕٛاْ اَ ا٠ٗ عٟ. 

When a datagram passes from the network layer to the data-link layer, the datagram will be 

encapsulated in a frame and two data-link addresses are added to the frame header. These 

two addresses are changed every time the frame moves from one link to another. 

مح ستؾ اٌث١أاخ، عٛف ذىْٛ ِغٍفح ِخطؾ اٌث١أاخ فٟ إؽاس عٕذِا ٠ّش ِخطؾ اٌث١أاخ ِٓ ؽثمح اٌشثىح إٌٝ ؽث 

ٚإػافح إٌٝ اش١ٕٓ ِٓ عٕا٠ٚٓ ٚطٍح اٌث١أاخ إٌٝ سأط الإؽاس. ٠رُ ذغ١١ش ٘زٖ اٌعٕا٠ٚٓ اش١ٕٓ فٟ وً ِشج إؽاس اٌرؽشواخ 

 ِٓ ٚطٍح ٚاؼذج إٌٝ أخشٜ.

 ٚعٕا٠ٚٓ ؽثمح ٚطٍح فٟ الأرشٔد طغ١ش IPعٕا٠ٚٓ 

 Each frame carries the same 

datagram with the same source and 

destination IP addresses (N1 and N8), 

but the link-layer addresses of the 

frame change from link to link. 

وً إؽاس ٠ؽًّ ٔفظ ِخطؾ ت١أاخ تٕفظ عٕا٠ٚٓ اٌّظذس 

ٌٚىٓ عٕا٠ٚٓ ؽثمح ٚطٍح  ،IP (N1  ٚN8)ٚاٌٛظٙح 

 ٌٍرغ١١ش الإؽاس ِٓ طٍح ٌشتؾ.

 In link 1, the link-layer addresses are 

L1 and L2. In link 2, they are L4 and 

L5. In link 3, they are L7 and L8. 

ح ٚطٍح ٟ٘ ، ٚعٕا٠ٚٓ ؽثم1فٟ ساتؾ  L1  ٚL2.  فٟ ساتؾ

، فٟٙ 2 L4  ٚL5.  فٟٙ 3فٟ ساتؾ ، L7 ٚL8. 

Note that For IP addresses, the source 

address comes before the destination 

address; for link-layer addresses, the 

destination address comes before the 

source. 

عٕٛاْ اٌّظذس ٠ٚأذٟ لثً ٚ ،IPلاؼع أٔٗ تإٌغثح ٌعٕا٠ٚٓ 

عٕٛاْ اٌٛظٙح. ٌعٕا٠ٚٓ ؽثمح الاسذثاؽ، ٚعٕٛاْ اٌٛظٙح 

 ٠أذٟ لثً اٌّظذس.
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9.2.1  Three Types of addresses      ٓشلاشح أٔٛاع ِٓ عٕا٠ٚ 

Some link-layer protocols define three types of addresses: 

 تعغ تشٚذٛوٛلاخ ؽثمح الاسذثاؽ ذؽذد شلاشح أٔٛاع ِٓ عٕا٠ٚٓ:

1. Unicast: Each host or each interface of a router is assigned a unicast address. Unicasting 

means one-to-one communication. A frame with a unicast address destination is destined 

only for one entity in the link. 

الإسعاي: وً ِؼ١ف أٚ ٌىً ٚاظٙح ِٓ ظٙاص ذٛظ١ٗ ٠رُ ذع١١ٓ عٕٛاْ أؼادٞ الإسعاي. الإسعاي ٠عٕٟ اذظاي ٚاؼذ اٌٝ 

 ٚاؼذ. ِمذس ٚالإؽاس ِع ٚظٙح عٕٛاْ أؼادٞ فمؾ ٌى١اْ ٚاؼذ فٟ الاسذثاؽ.

2. Multicast: one-to-many communication. However, the jurisdiction is local (inside the 

link). 

 اٌّرعذد: ٚاؼذ ٌىص١ش الاذظالاخ. ِٚع رٌه، فإْ الاخرظاص اٌّؽٍٟ (داخً ٚطٍح).

3. Broadcast: one-to-all communication. A frame with a destination broadcast address is sent 

to all entities in the link. 

ّمظذ ٌع١ّع اٌى١أاخ فٟ الاسذثاؽالاذظالاخ. ٠رُ إسعاي الإؽاس ِع عٕٛاْ اٌثس اٌتس: ٚاؼذ اٌٝ ٚظ١ّع   

As we will see in Chapter 13, the unicast link-layer addresses in the most common LAN, 

Ethernet, are 48 bits (six bytes) that are presented as 12 hexadecimal digits separated by 

colons; for example, the following is a link-layer address of a computer. The second digit 

needs to be an odd number. 

عٕا٠ٚٓ ؽثمح ٚطٍح أؼادٞ فٟ الأوصش ش١ٛعا ، 13ٚوّا عٕشٜ فٟ اٌفظً  LAN،  ٟ٘ ،تد (عرح تا٠د) اٌرٟ  48إ٠صشٔد

عششٞ ِفظٌٛح ٔمطر١ٓ. عٍٝ عث١ً اٌّصاي، ِا ٠ٍٟ ٘ٛ عٕٛاْ ؽثمح الاسذثاؽ ِٓ ظٙاص  ٠12رُ ذمذ٠ّٙا وّا اسلاَ 

 اٌىّث١ٛذش. اٌشلُ اٌصأٟ ٠عة أْ ٠ىْٛ عذد فشدٞ.

 Example 9.1 -  unicast link-layer addresses ٞعٕا٠ٚٓ ؽثمح ٚطٍح أؼاد 

A3:34:45:11:92:F1 
/ شٍْٛ ٔعشف اٌعٕٛاْ أٗ ِٓ ٔٛع ١ٔٛ٠ه ١ٌٕه ششغ

  الاٞ تٟ ٘زا ظ) ٔف3لا٠ش ارا واْ تذا٠رٗ ( أ٠ٗ 

As we will see in Chapter 13, the multicast link-layer addresses in the most common LAN, 

Ethernet, are 48 bits (six bytes) that are presented as 12 hexadecimal digits separated by 

colons. The second digit, however, needs to be an even number in hexadecimal.  

تد  48اٌشثىح اٌّؽ١ٍح الأوصش ش١ٛعا، إ٠صشٔد، ٟ٘ ، ٚعٕا٠ٚٓ ؽثمح ٚطٍح الإسعاي اٌّرعذد فٟ 13وّا عٕشٜ فٟ اٌفظً  

عششٞ ِفظٌٛح ٔمطر١ٓ. اٌشلُ اٌصأٟ، ِٚع رٌه، ٠عة أْ ٠ىْٛ عذد صٚظٟ فٟ  12(عرح تا٠د) اٌرٟ ٠رُ ذمذ٠ّٙا وّا اسلاَ 

 عششٞ.

The following shows a multicast address: 

 ٠ٚث١ٓ اٌعذٚي اٌراٌٟ عٕٛاْ الإسعاي اٌّرعذد:

 Example 9.2  -  multicast link-layer addresses عٕا٠ٚٓ ؽثمح ٚطٍح الإسعاي اٌّرعذد 

A2:34:45:11:92:F1 
/ شٍْٛ ٔعشف اٌعٕٛاْ أٗ ِٓ ٔٛع ٌِٛرٟ واعد ششغ

) ١ٌ2ٕه لا٠ش ارا واْ تذا٠رٗ ( أ٠ٗ   

  ٔفظ الاٞ تٟ ٘زا
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As we will see in Chapter 13, the broadcast link-layer addresses in the most common LAN, 

Ethernet, are 48 bits, all 1s, that are presented as 12 hexadecimal digits separated by colons. 

The following shows a broadcast address: 

، 1تد، وً اط  48، عٕا٠ٚٓ اٌثس طٍح ؽثمح فٟ اٌشثىح اٌّؽ١ٍح الأوصش ش١ٛعا، إ٠صشٔد، ٟ٘ 13وّا عٕشٜ فٟ اٌفظً 

عششٞ ِفظٌٛح تٕمطر١ٓ. ٠ٚث١ٓ اٌعذٚي اٌراٌٟ عٕٛاْ اٌثس: 12اٌرٟ ٠رُ ذمذ٠ّٙا وّا اسلاَ   

Example 9.3 -  the broadcast link-layer addresses تس عٕا٠ٚٓ ؽثمح ٚطٍح 

/ شٍْٛ ٔعشف اٌعٕٛاْ أٗ ِٓ ٔٛع تشٚدواعد ١ٌٕه لا٠ش ششغ

 ارا واْ وٍٗ ؼشف (إف )  ٔفظ الاٞ تٟ ٘زا

9.2.2   Address Resolution Protocol ARP ِعاٌعح لشاس تشٚذٛوٛي     

Anytime a node has an IP datagram to send to another node in a link, it has the IP address of 

the receiving node. 

فٟ أٞ ٚلد ِٓ عمذج ٌذ٠ٗ ِخطؾ ت١أاخ تشٚذٛوٛي الإٔرشٔد لإسعاٌٙا إٌٝ عمذج أخشٜ فٟ ٚطٍح، أٔٗ ٠ؽرٛٞ عٍٝ 

 عٕٛاْ تشٚذٛوٛي الإٔرشٔد ِٓ اٌعمذج اٌّغرمثٍح. 

However, the IP address of the next node is not helpful in moving a frame through a link; 

رٌه، فإْ عٕٛاْ اٞ تٟ اٌعمذج اٌمادِح ١ٌغد ِف١ذج فٟ ذؽش٠ه إؽاس ِٓ خلاي الاسذثاؽ؛ِٚع   

we need the link-layer address of the next node. This is the time when the Address 

Resolution Protocol (ARP) becomes helpful. 

ِح. ٘زا ٘ٛ اٌٛلد إٌّاعة عٕذِا ٠ظثػ تشٚذٛوٛي ذؽ١ًٍ اٌعٕٛاْ ٔؽٓ فٟ ؼاظح إٌٝ اٌعٕٛاْ ؽثمح الاسذثاؽ ِٓ عمذج اٌماد

 ِف١ذج.

The ARP protocol is one of the network layer protocols. 

 ARPتشٚذٛوٛي 

.ٟ٘ ٚاؼذج ِٓ تشٚذٛوٛلاخ ؽثمح اٌشثىح    

ARP accepts an IP address from the IP protocol, maps the address to the 

corresponding link-layer address, and passes it to the data-link layer. 

 ARPذمثً 

عٕٛاْ تشٚذٛوٛي الإٔرشٔد ِٓ تشٚذٛوٛي تشٚذٛوٛي الإٔرشٔد، خشائؾ اٌعٕٛاْ إٌٝ عٕٛاْ ؽثمح الاسذثاؽ اٌّماتٍح، 

  ٠ّٚشس٘ا إٌٝ ؽثمح ستؾ اٌث١أاخ.
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A host or a router sends an ARP request packet that includes the link-layer and IP addresses 

of the sender and the IP address of the receiver. Because the sender does not know the link-

layer address of the receiver, the query is broadcast over the link using the link-layer 

broadcast address. 

ٕٚ٘ان ِعّٛعح وث١شج أٚ ظٙاص ذٛظ١ٗ ٠شعً ؽٍة ا٠ٗ اس تٟ اٌؽضِح اٌرٟ ذرؼّٓ ؽثمح الاسذثاؽ ٚعٕا٠ٚٓ تشٚذٛوٛي 

الإٔرشٔد ِٓ ظٙاص الاعرمثاي. لأْ اٌّشعً لا ٠عشف عٕٛاْ ؽثمح الاسذثاؽ ِٓ  الإٔرشٔد ِٓ اٌّشعً ٚعٕٛاْ تشٚذٛوٛي

 اٌّرٍمٟ، ٠رُ تس الاعرعلاَ عثش الاسذثاؽ تاعرخذاَ عٕٛاْ اٌثس ؽثمح الاسذثاؽ.

When a host or a router needs to find the link-layer address of another host or router in its 

network,  ٟعٕذِا ٠ؽراض اٌّؼ١ف أٚ ظٙاص ذٛظ١ٗ ٌٍعصٛس عٍٝ عٕٛاْ ؽثمح الاسذثاؽ ِٓ ِؼ١ف آخش أٚ ظٙاص اٌرٛظ١ٗ ف

 شثىرٙا،

Every host or router on the network receives and processes the ARP request packet, but 

only the intended recipient recognizes its IP address and sends back an ARP response 

packet. The response packet contains the recipient’s IP and link-layer addresses. The 

packet is unicast directly to the node that sent the request packet.  

وً ِؼ١ف أٚ ظٙاص اٌرٛظ١ٗ عٍٝ شثىح ٠غرمثً ٠ٚعاٌط ؼضِح ؽٍة ا٠ٗ اس تٟ ، ٌٚىٓ لا ٠عرشف الا اٌّرٍمٟ عٕٛاْ اٞ 

ٞ تٟ ٚؽثمح ٚطٍح تٟ اٌخاص تٗ ٠ٚشعً ِشج أخشٜ ؼضِح اعرعاتح ا٠ٗ اس تٟ . اٌؽضِح ذؽرٛٞ الإظاتح عٕا٠ٚٓ ا

 اٌّغرٍُ. ٚأؼادٞ اٌؽضِح ِثاششج إٌٝ اٌعمذج اٌرٟ أسعٍد ؼضِح اٌطٍة.
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The hardware type field defines the type of the link-layer protocol; Ethernet is given 

the type 1. 

.1ٝحذد حقو ّ٘ع الأجٖشج ّ٘ع ٍِ تزٗذ٘م٘ه طثقح الارذثاط. ٝعطٚ إٝصزّد ّ٘ع   

The protocol type field defines the network-layer protocol: IPv4 protocol is (0800)16. 

 ٝحذد حقو ّ٘ع اىثزٗذ٘م٘ه تزٗذ٘م٘ه طثقح اىشثنح: 

.16) 0800ٝنُ٘ ( IPv4تزٗذ٘م٘ه   

The source hardware and source protocol addresses are variable-length fields defining 

the link-layer and network-layer addresses of the sender. 

ذر حق٘ه ٍرغٞزج اىط٘ه ذحذٝذ طثقح الارذثاط ٗطثقح اىشثنح عْاِٗٝ عْاِٗٝ تزٗذ٘م٘ه الأجٖشج ٍظذر ٍٗظ

 اىَزسو.

The destination hardware address and destination protocol address fields define the 

receiver link-layer and network-layer addresses. 

طثقح الارذثاط ٗطثقح اىشثنح عْاِٗٝ الاسرقثاه. حق٘ه اىعْ٘اُ عْ٘اُ اىجٖاس اى٘جٖح ٗاىَقظذ تزٗذ٘م٘ه ذحذد  

An ARP packet is encapsulated directly into a data-link frame. 

 ARPحشٍح 

 ٝرٌ ذغيٞف ٍثاشزج فٜ إطار رتظ اىثٞاّاخ.  
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A host with IP address N1 and MAC address L1 has a packet to send to another host with IP 

address N2 and physical address L2 (which is unknown to the first host). The two hosts are 

on the same network. 

ٚ عٕٛاْ  2ٌذ٠ٗ عٍثح لإسعاٌٙا اٌٝ ِؼ١ف اخش ِع أٞ تٟ عٕٛاْ ْ 1ٚ عٕٛاْ اٌّان ي 1اٌّؼ١ف ِع عٕٛاْ الأٞ تٟ ْ

(اٌزٞ ٘ٛ غ١شِعشٚف اٌٝ اٌّؼ١ف الأٚي) اٌّؼ١فاْ ّ٘ا عٍٝ ٔفظ اٌشثىح. 2فعٍٟ ي  

Assume Alice needs to send a datagram to Bob, who is three nodes away in the 

Internet..ٔفرشع أ١ٌظ ٠ؽراض إٌٝ إسعاي ؼضَ اٌث١أاخ إٌٝ تٛب، اٌزٞ ٘ٛ شلاز عمذ تع١ذا فٟ الإٔرشٔد 

Assume that Alice knows the:    ٠عشفٔفرشع أْ أ١ٌظ:  

 data to be sent.        .اٌث١أاخ اٌرٟ ٠رُ إسعاٌٙا   

 The  IP address of Alice’s host (each host needs to know its IP address). 

  عٕٛاْ اٞ تٟ  ٌٍّؼ١ف أ١ٌظ (وً ِؼ١ف ٠ؽراض إٌٝ ِعشفح عٕٛاْ  الأٞ تٟ اٌخاص تٗ)

 network-layer (IP) address of Bob.      مح عٕٛاْ (الأٞ تٟ) فٟ تٛب.شثىح ؽث  
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The network layer knows it’s given NA, NB, and the packet, but it needs to find the link-
layer address of the next node.  

 طثقح اىشثنح ذعزف اّٖا ذعطٚ اُ أٝٔ , أُ تٜ، ٗحشً، ٗىنْٖا ذحراض إىٚ اىعص٘ر عيٚ عْ٘اُ طثقح الارذثاط ٍِ عقذج اىقادٍح.

The network layer consults its routing table and tries to find which router is next  for the 
destination NB. The routing table gives N1, 

طثقح اىشثنح ٝرشاٗر جذٗه اىر٘جٞٔ اىخاص تٔ، ٗٝحاٗه اىعص٘ر عيٚ أٛ جٖاس اىر٘جٞٔ ٕ٘ اىقادً ىي٘جٖح اُ تٜ ٍيح٘ظح. ٝعطٜ جذٗه 

,1ٔ أُاىر٘جٞ  

 but the network layer  needs to find the link-layer address of router R1.  It uses its ARP 
to find the link-layer address L

1
.  

طثقح  1. ٗٝسرخذً اٝٔ ار تٜ لإٝجاد عْ٘اُ ه1ٗىنِ طثقح اىشثنح ذحراض إىٚ اىعص٘ر عيٚ عْ٘اُ طثقح الارذثاط ٍِ جٖاس اىر٘جٞٔ ر

ذثاط.الار  

The network layer can now pass the datagram with the link-layer address to the data-link 
layer..طثقح اىشثنح َٗٝنِ اُٟ ذَزٝز ٍخطظ اىثٞاّاخ ٍع عْ٘اُ طثقح ذظو إىٚ طثقح رتظ اىثٞاّاخ 

The data-link layer knows its own link-layer address, L
A
. It creates the frame and passes 

it to the physical layer, where the address is converted to signals and sent through the 
media. ٌطثقح رتظ اىثٞاّاخ ٝعزف ّفسٔ عْ٘اُ طثقح الارذثاط تٖا، ه أٝٔ. أّٔ ٝخيق الإطار َٗٝزرٕا إىٚ اىطثقح اىَادٝح، حٞس ٝر

ىٖا عثز ٗسائو الإعلاً.ذح٘ٝو اىعْ٘اُ إىٚ إشاراخ ٗإرسا  
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Router R1 has only three lower layers. The packet received needs to go up through these 
three layers and come down. 

ىذٖٝا س٘ٙ شلاشح اىطثقاخ اىسفيٚ. ذيقد حشٍح الاحرٞاجاخ ىرزذفع ٍِ خلاه ٕذٓ اىطثقاخ اىصلاز ْٗٝشه. 1جٖاس اىر٘جٞٔ ر   

At arrival, the physical layer of the left link Change the signal received from the link to a 
frame and passes it to the data-link layer. 

 فٜ ٗط٘ىٔ، ٗاىطثقح اىَادٝح ٍِ الارذثاط الأٝسز ذغٞٞز إشارج ٗردخ ٍِ ٗطيح إىٚ إطار َٗٝزرٓ إىٚ طثقح رتظ اىثٞاّاخ.

The data-link layer decapsulates the datagram and passes it to the net- work layer. 
 طثقح رتظ اىثٞاّاخ فل ذغيٞف ٍخطظ اىثٞاّاخ َٗٝزرٓ إىٚ اىطثقح اىظافٞح ىيعَو.

The network layer examines the network-layer address of the datagram and finds that the 
datagram needs to be delivered to the device with IP address N

B
.  

طثقح اىشثنح ذفحض عْ٘اُ طثقح اىشثنح ٍِ ٍخطظ اىثٞاّاخ ٗجذخ أُ ٍخطظ اىثٞاّاخ ٝحراض ىٞرٌ ذسيَٖٞا إىٚ اىجٖاس ٍع عْ٘اُ اٛ تٜ 

 (ُ ب).

The network layer consults its routing table to find out which is the next node (router) in 
the path to N

B
. The forwarding table returns N

3
.  

.3ٔ ُطثقح اىشثنح ذزاجع جذٗه اىر٘جٞٔ اىخاص تٔ ىَعزفح ٍِ ٕ٘ اىعقذج اىراىٞح (اىَ٘جٔ) فٜ اىطزٝق إىٚ اُ تٜ. تإرجاع جذٗه ذ٘جٞ  

The IP address of router R2 is in the same link with R1. The network layer now uses the 
ARP to find the link-layer address of this router, which comes up as L

3
. 

يعص٘ر عيٚ عْ٘اُ طثقح الارذثاط ٍِ . ٝسرخذً طثقح اىشثنح اُٟ اٝٔ ار تٜ ى1فٜ ّفس الارذثاط ٍع ر 2عْ٘اُ اٛ تٜ ٍِ جٖاس اىر٘جٞٔ ر

.3ٕذا اىر٘جٞٔ، ٗاىرٜ ذأذٜ عيٚ اىْح٘ ه  

The network layer passes the datagram and L
3 

to the data-link layer belonging to the link at 

the right side.                   ْٝرَُ٘ إىٚ الارذثاط فٜ اىجاّة الأَِٝ.إىٚ طثقح رتظ اىثٞاّاخ  3طثقح اىشثنح َٝز ٍخطظ اىثٞاّاخ ٗه  

 The link layer encapsulates the datagram, adds L3 and L2 (its own link-layer address), and 
passes the frame to the physical layer. 

طار إىٚ اىطثقح اىَادٝح(ٕٜ ٍيل عْ٘اُ طثقح الارذثاط تٔ)، َٗٝز الإ 2ٗ ه 3طثقح ٗطيح ترغيٞف ٍخطظ اىثٞاّاخ، ٝضٞف ه  

The physical layer encodes the bits to signals and sends them through the medium to R2. 

.2اىطثقح اىَادٝح ترزٍٞش اىثراخ لإشاراخ ٗٝزسو ىٌٖ ٍِ خلاه ٗسٞيح ىـ ر  
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Activities at router 

R2 are almost the 

same as in R1 . 

ٕٜ  2الأّشطح فٜ ذ٘جٞٔ ر

1ذقزٝثا ّفسٖا مَا فٜ ر  

The signals at Bob’s site are changed to a message. 

At Bob’s site there are no more addresses or 

mapping needed. 

ٝرٌ ذغٞٞز إشاراخ فٜ ٍ٘قع ت٘ب اىٚ رساىح. فٜ ٍ٘قع ت٘ب ىٞس ْٕاك اىَشٝذ 

 ٍِ اىعْاِٗٝ أٗ رسٌ اىخزائظ اىلاسٍح.

The signal received from the link is changed to a 

frame. .ٝرٌ ذغٞٞز إشارج ٗردخ ٍِ الارذثاط إىٚ الإطار 

The frame is passed to the data-link layer, which 

decapsulates the datagram and passes it to the 

network layer. 

ىرٜ فل ذغيٞفٖا اىَخطظ اىثٞاّٜ ٝرٌ ذَزٝز الإطار إىٚ طثقح رتظ اىثٞاّاخ، ا

 َٗٝزرٕا إىٚ طثقح اىشثنح.

The network layer decapsulates the message and 

passes it to the transport layer.  

 طثقح اىشثنح ٝفل ذغيٞف اىزساىح َٗٝزرٓ إىٚ طثقح اىْقو.


