Chanter 9
Introduction To Data-Link Layer

9-1 INTRODUCTION 4.l

The Internet is a combination of networks glued together by connecting devices
(routers or switches). If a packet is to travel from a host to another host, it needs to pass
through these networks. Figure 9.1 shows the same scenario we discussed in Chapter 3, but
we are now interested in communication at the data-link layer.
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Figure 9.1: Communication at the data-link
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Communication at the data-link layer is node-to-node. A data unit from one point in the
Internet needs to pass through many networks (LANs and WANSs) to reach another point.
Theses LANs and WANSs are connected by routers.
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It is customary to refer to: () i Ol sl (e s:
The two end: hosts.  (pasaall il 4ilgs,
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Figure 9.2: Nodes and Links -5\ 1))
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a simple representation of links and nodes when the path of the data unit is only six nodes.
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90.9.2 Services <«lada

The data-link layer is located between the physical and the network layers.
Al iy Tl G il Loy ) ik oy
The data-link layer provides services to the network layer; it receives services from the

physical layer.
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Let us discuss services provided by the data-link layer.
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Figure 9.3: A communication with only three nodes
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The datagram received by the data-link layer of the source host is encapsulated in a
frame. The frame is logically transported from the source host to the router. The frame is
decapsulated at the data-link layer of the router and encapsulated at another frame. The
new frame is logically transported from the router to the destination host.
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Although two nodes are physically connected by a transmission medium such as cable or
air, we need to remember that the data-link layer controls how the medium is used. We can
have a data-link layer that uses the whole capacity of the medium; we can also have a data-
link layer that uses only part of the capacity of the link. In other words, we can have a

point-to-point link or a broadcast link.
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In a point-to-point link, the link is dedicated to the two devices; in a broadcast link, the link
is shared between several pairs of devices. For example, when two friends use the traditional
home phones to chat, they are using a point-to-point link; when the same two friends use
their cellular phones, they are using a broadcast link (the air is shared among many cell
phone users).
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To better understand the functionality of and the services provided by the link layer, we can
divide the data-link layer into two sublayers:
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Media access control (MAC). oMeVl lnslwg JI Joogll oSl
This is not unusual because, as we will see in later chapters, LAN protocols actually use
the same strategy.
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Figure 9.3: Dividing the data-link Iayer into two sublayers.
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Data link control sublayer

Data link control sublayer

Media access control sublayer

Data-link layer
Data-link layer

a. Data-link layer of a broadcast link b. Data-link layer of a point-to-point link

The DLC sublayer deals with all issues common to both point-to-point and broadcast links;
Ll aDLC Ll e la s Al ) Ak G A8 kel L) JS ge e ) 48,kal)

The MAC sublayer deals only with issues specific to broadcast links.
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In Chapter 18, we will discuss IP addresses as the identifiers at the network layer. <18 Jwadll &
Crsbie LS o gu g P ASLE) dids 8 O jra Jia

However, in a internetwork such as the Internet we cannot make a datagram reach its
destination using only IP addresses.
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The source and destination IP addresses define the two ends but cannot define which links the
packet should pass through. The reason is that each datagram in the Internet, from the same
source host to the same destination host, may take a different path.
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Also, the IP addresses in a datagram should not be changed. If the destination IP address in a
datagram changes, the packet never reaches its destination.

Opshie it & Y O ey (LalP () sie OIS 1Y) bl badadia (ATP el alade <l a8 g 5l
Leien s ) Joa ol e 3l

WEDAD ALMOHANNA 740027958 4




For that, we need another addressing mechanism in a connectionless internetwork:
bl (5 Al A0 8 (5 AT Aadlae 1 ) dslay Gad el
The link-layer addresses of the two nodes. .2l (e dlia g Adida 1y slic

A link-layer address is sometimes called a link address, sometimes a physical address and
sometimes a MAC address.
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When a datagram passes from the network layer to the data-link layer, the datagram will be

encapsulated in a frame and two data-link addresses are added to the frame header. These
two addresses are changed every time the frame moves from one link to another.
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Figure 9.5: IP addresses and link-layer addresses in a small internet
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9.2.1 Three Types of addresses  Cnsle (= &) il 433

Some link-layer protocols define three types of addresses:
rOshe (e g ) il D 2aa Ll Y) ddida Y S5 s
1. Unicast: Each host or each interface of a router is assigned a unicast address. Unicasting

means one-to-one communication. A frame with a unicast address destination is destined
only for one entity in the link.
Il s Juail Jim Sl ¥V JusY) gdal ) sie cpuml o dan 58 e e deal s JSI 5l Clnan IS 0L Y
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2. Multicast: one-to-many communication. However, the jurisdiction is local (inside the
link).
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3. Broadcast: one-to-all communication. A frame with a destination broadcast address is sent
to all entities in the link.
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Example 9.1 - unicast link-layer addresses 2\l dlaa s daida (4 slic

As we will see in Chapter 13, the unicast link-layer addresses in the most common LAN,
Ethernet, are 48 bits (six bytes) that are presented as 12 hexadecimal digits separated by
colons; for example, the following is a link-layer address of a computer. The second digit
needs to be an odd number.
le st JSYI b palal dla s Ak (pslie 5 ¢13 Jumil) (b (6 s LSLAN (i (<l An) 2 48 (o e i
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Example 9.2 - multicast link-layer addresses ssial Jus ¥ idlea s dida oy s

As we will see in Chapter 13, the multicast link-layer addresses in the most common LAN,
Ethernet, are 48 bits (six bytes) that are presented as 12 hexadecimal digits separated by
colons. The second digit, however, needs to be an even number in hexadecimal.
48 o eyl dle gl FSY) Alaall A<l b sasial) Jlu YY) dlia A (5l 5013 daadll b (5 i LS
(e
The following shows a multicast address:
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Example 9.3 - the broadcast link-layer addresses aa aak o tie ey

As we will see in Chapter 13, the broadcast link-layer addresses in the most common LAN,
Ethernet, are 48 bits, all 1s, that are presented as 12 hexadecimal digits separated by colons.

The following shows a broadcast address:
(1 ool JS e 48 (A e iy dle sad Y ddadl) AS0a) 3 dads s Cadl g glie <13 daaadll b (5 i LS
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9.2.2 Address Resolution Protocol ARP JsS 53 5 ) )8 dallaa

Anytime a node has an IP datagram to send to another node in a link, it has the IP address of
the receiving node.
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However, the IP address of the next node is not helpful in moving a frame through a link;
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we need the link-layer address of the next node. This is the time when the Address
Resolution Protocol (ARP) becomes helpful.
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Figure 9.6: Position of ARP in TCP/IP protocol
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ARP accepts an IP address from the IP protocol, maps the address to the
corresponding link-layer address, and passes it to the data-link layer.

J&ARP
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Figure 9.7: ARP operation

When a host or a router needs to find the link-layer address of another host or router in its
network, 8 4l Jlea o DAl Canaa e bl ¥ Ak ol i Je el ain 6 Jlea ) Canaall #lay Laie
‘1 ..S> B

LAN

Request:

Looking for link-layer
address of a node with
IP address N2

a. ARP request is broadcast

A host or a router sends an ARP request packet that includes the link-layer and IP addresses
of the sender and the IP address of the receiver. Because the sender does not know the link-
layer address of the receiver, the query is broadcast over the link using the link-layer
broadcast address.
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...... SysemA | NI, | SysemB

P e J L i 3

@ S Cioh — @ S
s l\4"4/ \V*Ls ....... Reply:
P i 0 : I am the node and my
> D (o> & link-layer address is
B, i L e = L2

b. ARP reply is unicast

Every host or router on the network receives and processes the ARP request packet, but
only the intended recipient recognizes its IP address and sends back an ARP response
packet. The response packet contains the recipient’s IP and link-layer addresses. The
packet is unicast directly to the node that sent the request packet.
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Figure 9.8: ARP packet 4+

0 8 16 31
Hardware Type Protocol Type
Hardware Protocol Operation
length length Request:1, Reply:2

Source hardware address

Source protocol address

Destination hardware address
(Empty in request)

Destination protocol address

Hardware: LAN or WAN protocol
Protocol: Network-layer protocol

The hardware type field defines the type of the link-layer protocol; Ethernet is given
the type 1.

A gsi iy Jany ol ¥ Ak J g8 689 0 (0 £.58 836 Y) £ 5 Jha dany

The protocol type field defines the network-layer protocol: IPv4 protocol is (0800)16.
1Al Ak J g8 9 J eSSl £ 5 Jia aany
J5S 55 xIPv4 .16 (0800) O

The source hardware and source protocol addresses are variable-length fields defining
the link-layer and network-layer addresses of the sender.
G gbis Al Al g Bl ) A agans Jghall B pita JBa jhuaay seaa B3gaY) JeS s Cugls
il
The destination hardware address and destination protocol address ficlds define the
receiver link-layer and network-layer addresses.
JREILN Cpglis ASudl) Auda g Jals Y) Alis daa3 J g8 g9 Malall g g o) Sl O sie ) giad) Jsia
An ARP packet is encapsulated directly into a data-link frame.
4 2ARP
il oy y sl (8 plilae Ciulad Ty
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Figure 9.9: Example 94 the ARP request and response messages.
ddbon ) dhadul ¢ quils

A host with IP address N1 and MAC address L1 has a packet to send to another host with 1P
address N2 and physical address L2 (which is unknown to the first host). The two hosts are

on the same network.
Osie 52005 2l an DA Ciiae I Y e 4l [J AWl glsie 510 2 Y Ol sie aa Canadll
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System A System B
N N2
— —

i L1 L2 (Not known by A)
Ox0001) OxO800
0x06 | 0Ox04 Ox0001
ARP request
! b &t A Broadeast address
All Os
N2

Multicast frame === From A to All
[ M I A -

Destination Source.

Ox000 1] Ox0S00
0x06 | 0x04 0x0002
2
ARP reply N2
L1
N2

Unicast frame ——
~——tomber o i T 5 ] N ]

Destination Source

Figure 9.10: The internet for our example . Wl Jual Jipe o <o Y

To alpo{her To another
Alice m L Bob
.%é Point-to-point network %_&_i
Rl R2
Alice’s site Bob’s site

Assume Alice needs to send a datagram to Bob, who is three nodes away in the
Internet.. i y5Y) 3 lae die S ga (g3 e g () QUL & 3 ) () zUsy el i i
Assume that Alice knows the: sz sl ()] (2 yiss

® data to be sent. el ) 2 Al Sl
® The IP address of Alice’s host (each host needs to know its IP address).

(2 oaldll 2 Y O sie 4 jaa ) zlisg Cinme JS) Gl Cannddl 6l O sie
® network-layer (IP) address of Bob. .« & (=2 V) O sie 48k 4S8
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Figure 9.11: Flow of packets at Alice site sl gge A pJadl (333

To zix_m':hcr To another
Alice s i Bob
%_é Point-to-point network e
R1 R2
Alice’s site Bob’s site

: 2 Forwarding
N ‘-\1 Np l : table . )
x A ARe ]
| Network layer A :}(RIL))

(Alice)

L‘ I‘l
Datagram [N, Ny m l l L,

¥

L —>| Data-link layer :
z Note:

Data-link layer gets its own link-layer

Frame [L; | L, [Ny [Ng m” address (L ) here from its interface.

Y

Physical layer

Signal | rUmuULr
> To R1 Flow of packets at Alice’s computer

The network layer knows it’s given NA, NB, and the packet, but it needs to find the link-
layer address of the next node.

Al Bake (e ol Y Al o)) gie e gl ) zliad islg cadag o O, Al ) et L) i et ALY Al

The network layer consults its routing table and tries to find which router is next for the
destination NB. The routing table gives N1,

Jdoaa ey ABigala (3 O Aga sl adB1) g 4 gl g ol (Ao ) Jglan g cdy QalA) dua g Jgan by ASpdl) A
100 daa g3l
) x

but the network layer needs to find the link-layer address of router R1. It uses its ARP
to find the link-layer address L..

Ak 10 Olsis Ay (2 ) A addian g 1 4 sil) Sl e bl Y Ak gl gis o gfal) ) zliag ASudd) s 081
Al )

The network layer can now pass the datagram with the link-layer address to the data-link
layer..clbull Jay ) A8k ) Juai Al () gie aa i) Jakadia y pali (Y (S g A3} A

The data-link layer knows its own link-layer address, L. It creates the frame and passes

it to the physical layer, where the address is converted to signals and sent through the
media. b Gus dgalal) Akl ) W ey g Y (31 Al 4] J g Jala Y1 Al ) gl dwad i jry i) Jay ) Ak
LY Jilu g e Ll ) g il La) () O siad) o gas
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Figure 9.12: Flow of activities at router Rl
LAt Ja glo Al Gyl

To another To another
: link link
Alice Bob
| Point-to-point network E
UL L L L L Ll Ll L L L L L)
Rl R2
Alice’s site Bob's site
-—"‘"’///L
I;n\'ar;]mg i
table N
N K lav 8 3 A TARP -] ARP
[ Network layer (R1) (R2)
L Ls Ly
Datagram | No|Ng L3
: | |
I Data-link layer I | Data-link layer I*— L,
A N
s
Frame } Frame
l Physical laver I I Physical laver I
Signal TJUULT JUTULT | Signal
from Alice 3 To R2 Flow of packets at Router R1

Router R1 has only three lower layers. The packet received needs to go up through these
three layers and come down.

o GOl cliaal) sda JMA (pe adi Al clalial) daja clli | daad) ciliadal) A0 (5 g Lgual 1 43 530 g

At arrival, the physical layer of the left link Change the signal received from the link to a
frame and passes it to the data-link layer.

i) oy Ak ) o) pang ) ) Alua g (e a9 B L) S el Jalti Y)Y (e Apaball A8kl g Al guag B
The data-link layer decapsulates the datagram and passes it to the net- work layer.
JJandl Ldlal) dBdal) () o) pay g i) Jadadia Cialis ol cilibd) Jay ) A
The network layer examines the network-layer address of the datagram and finds that the
datagram needs to be delivered to the device with IP address N_.
@ ) Q15 g el ) Lpaslad ol gliag cilityl) Jaladia o cida g i) Jakada (e ASpa0 Ak o) gie andl ASudl) Alh
(29
The network layer consults its routing table to find out which is the next node (router) in
the path to N.. The forwarding table returns N..

34 den glak (o O (o) Gkl B (4 sall) AN BaBal) ga (hae 48 ral 4y aldd) A il J g ) 5 Al diih
The IP address of router R2 is in the same link with R1. The network layer now uses the
ARP to find the link-layer address of this router, which comes up as L.

G bl ) Alha o gis o gl o ) Ag) oY) ASudl) dds axdiin 1 g ol V) (i B 2 4 63 Sl (e 2 ) OV 5
3d sl e Al Al cdga gl 138
The network layer passes the datagram and L, to the data-link layer belonging to the link at
the right side. ) quilal) Al Y ) @ paily cilibl) day; Ak ) 39 cilibl) habada pay A4 ddk
The link layer encapsulates the datagram, adds L3 and L2 (its own link-layer address), and
passes the frame to the physical layer.

Aalal) A8kl ) WYY ey ¢(de BLELY) Ak ol sl ella ) 20 5 3 cisday (i) bada Ciglity Al g diik

The physical layer encodes the bits to signals and sends them through the medium to R2.
20 A A (e agd o g g i LY i) e s Apalal) ABokal
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Figure 9.13: Flow of activities at router R2
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Figure 9.14: Activities at Bob’s site s alss b dadil)
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